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The content of this presentation should not be 
considered a legal opinion. It is based on extensive 
research of materials available online and consultations 
with other privacy professionals. If you need a legal 
advice, please refer to your legal counsel.  
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Topics for discussion 

• Bill 119 – Health Information Protection Act (HIPA)  

 

• Some IPC expectations 

 

• Rise of ransomware in 2016 

 

• Common privacy questions 

 

• Summary 
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What do you think facilitated the changes brought up by Bill 119 ? 
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How serious are convictions for privacy breaches? 

• 3 months house arrest, a 
part of a 6 months 
conditional sentence 

• 2 years probation 
• 340 hrs community service 
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• $36,000 fine 
• 2 years probation  
• 300 hrs community 

service 

• First to be convicted 
under PHIPA 

• Fined $2,505 each 

• 4 months suspension 
• Formal reprimand 
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• First reading – Sept 16, 2015 

• Second reading – Feb 18, 2016 

• Third reading – May 5, 2016 

• Royal Assent  - May 18, 2016 

 

Bill 119 is now official and will come into effect once 
the accompanying regulations are approved which 
should happened most likely by the end of the year. 

 

Highlights – Bill 119 
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Privacy Protection Amendments: 
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Amend definition of “use”  to explicitly include “viewing” 

Clarify “unauthorized activities” that constitute a breach 

Broaden breach notice and reporting requirements 

Clarify what agents are/are not permitted to do with PHI 

Require HICs to take steps to ensure agents comply with restrictions  re: handling of PHI 

Clarify HICs continued responsibility for PHI mishandled by their agents 

Clarify IPC’s review role 
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Notable prosecution-related amendments: 
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Remove the 6 months limitation period for commencing a prosecution 

Double the fines for conviction to a maximum of $100,000 for an individual and 
$500,000 for  an organization 



Some IPC expectations 

• Paper-based records/printouts must be properly 
protected and securely disposed of when no longer 
needed (HO 1 & 6); 

• Any PHI stored on a mobile device (USB drive, cell 
phone, tablet, laptop, etc.) must be encrypted with a 
strong password (HO 4, 7 & 8);  

• Strong policies and procedures  and discipline for 
those who snoop into records (HO 2, 10 & 13). 
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Some IPC expectations 

• Annual confidentiality pledges (HO 13); 
• Privacy training should be repeated on a yearly basis to 

include IPC/O videos, in‐house or externally-facilitated 
privacy training (HO 13); 

• Monthly random audits of EMR to monitor for privacy 
breaches and inappropriate access to patient records (HO 
13); 

• Flag (to the extent that it is possible) likely targets of 
inappropriate access by staff (such as family members of 
staff and high‐profile individuals in the community); 

• Privacy warning to the EMR record to pop up 
automatically upon log‐in. 
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Why do I need to know all that? 

• IPC is the overseeing entity in Ontario, 
in charge of enforcing PHIPA; 

 

• Health orders bind the entities that 
have been named explicitly; 

 

• Best practice for anyone else; 
 

• Once mentioned in a HO, higher level 
of expectation re: compliance. 



Strength in numbers 
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The rise of ransomware in 2016 

• A type of malware that locks your files and demands 
ransom to unlock; 

• Highly dangerous and very profitable; 

• Targets everyone ; 

• People and organizations pay the criminals to get 
back in control. 

• How do you know that if you pay, your files are yours 
only? Have you heard of “extortionware”? 
 

How to prevent: regular backups, patching and 
updating, training and awareness for staff. 
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Some common questions 

• Am I allowed to leave a voice message for clients 
with health information? 

• What do we do when staff are clients of our 
organization? 

• Are we allowed to look at our own health records? 
What about our children’s health records? Or as a 
favour to a friend? 

• Can I look at a health record after care is provided if 
I’m concerned about the client but I’m no longer 
providing care? 
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• Can we use email to communicate with clients/other 
health care providers? Text message? Skype? 

• Should staff use client numbers instead of client 
names when calling into a waiting room? 

• Is it a breach if someone overhears another person’s 
health information (e.g., diagnosis)? 

• What the heck is ransomware and should I be 
worried? 
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Some very common questions (cont’d) 

Association of Ontario Health Centres 



Some very common questions (cont’d) 

• What do I do when a client comes up to me at the 
grocery store? 

• What is the circle of care? Are we allowed to share 
information with the hospital? School? CAS? Police? 

• Can I give health information in response to letters 
from lawyers, criminal investigations, insurance 
companies? 

• What do I need to teach staff in terms of using 
shared systems? 
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Privacy Resources on Members’ Portal 

19 

All materials have been approved by the Privacy 
Working Group (PWG) which consists mainly of 
member organizations’ Privacy officers. 



Summary / Take aways 

• Privacy is becoming more and more important and 
the fines for breaches are now doubled; 

• Education and awareness are key strategies to 
mitigate the risk; 

• If something is considered Best Practice by IPC, you 
better take that at face value; 

• Security and Privacy are the two sides of the same 
coin; 

• If in doubt, ask. 

 
20 Association of Ontario Health Centres 



Association of Ontario Health Centres 21 

Questions 

privacy@aohc.org 


